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Why Data governance?

• To ensure data are sound, secure, and accessible to qualified users

• To improve productivity and efficiency

• To increase the value of the commonwealth’s data assets by guiding 
and enabling its evolution from information to intelligence

• To promote data discovery, exploration, integration, and sharing 
through the implementation of enterprise standards
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Chief data officer

• Guides the development of enterprise standards, policies, and 
best practices to ensure the organization’s data holdings 
increase in value over time

• Liaise between Mission and Technology Programs

• Leads enterprise data governance across the Commonwealth

• promotes secure data sharing
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Data value chain
• A data value chain describes the evolution of data from information to intelligence within an 

organization.

• It encapsulates the various forms data can take as organizational units transform it to fit their needs.

• As such, its inherent value increases the more it is used.  

• A feedback loop is created when changes to data collection programs are implemented due to the 

identification of knowledge gaps.

• Thus, supporting a virtuous cycle of continuous improvement and increasing the value of 
the organization’s data assets. 
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INFORMATIONinterpret

KNOWLEDGEassimilate

INTELLIGENCEintegrate

DATAcollect

Actionable Decisions
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principles

• Used to support mission goals

• Interpreted, analyzed, and assimilated to support actionable decisions

• Standardized to promote interoperability and integration

• Managed to maintain quality, integrity, and reliability

• Accessible with appropriate security controls

• Disseminated to promote reuse
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BENEFITS

• IMPROVE Operational Efficiency 

• MORE Citizen-Centered Services 

• BETTER Outcomes for Constituents
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Operational efficiency

• Verify newborn screenings against birth records (DGS CLS & VDH VR)

• Continuity of care through Medicaid enrollment (DOC, DMAS, DSS, DCJS)

• Improving cash forecasting (Treasury, VDOT, DOE, Tax, DMAS)

• Electronic Health Records (DOC, DCJS, DJJ, DBHDS, VDH)

• Automatic account creation VA-Common Access Portal (DSS, DARS, 

DBVI, VEC, VCCS, DOE)



data governance — Carlos Rivero 

office of the governor of the commonwealth of virginia

Slide 11

Citizen-centered services

• One-stop workforce referral service (VA-Common Access Portal)

• One-stop change of address portal (DMV, VEC, VRS, DARS, 

Tax)

• Homelessness Coordinated Entry System (DHCD)

• Unified payment system

• Common licensing and permitting
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Outcomes for constituents

• Reduce opioid and substance use related overdose deaths

• Reduce homelessness (especially among vulnerable populations)

• Reduce unemployment and underemployment 

• Reduce recidivism

• Increase school readiness

• Increase strategic planning capabilities among localities
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Data 
Inventory 

and Catalog

Data Sharing 
& Analytics

Data Talent 
Development

Data 
Governance

• VDOT Innovation Catalog
• Azure Data Catalog
• Standard Data Documentation Process
• Machine Learning Models Supporting 

Business Glossary Tag Suggestions and 
Ontology Development

• Metadata Approval Process
• Metadata Publishing Process

• Data Board
• Data Governance Council
• Data Stewards Group
• Data Sharing and Analytics Advisory Committee Report

• Crowdsource Broadband Performance
• Rural IT Apprenticeship Program
• Commonwealth Data Internship Program

• Opioid Data Sharing Expansion and Report
• Enterprise Data Sharing Agreement Process
• Technology-Agnostic Data Hub Governance
• Socrata Secure Connected Government Cloud

• VDOT
• DRPT
• DMV
• OIPI
• VDH
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https://administration.Virginia.gov/cdo
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DATA GOVERNANCE SURVEY

• Develop a commonwealth-wide data governance policy 
• Engage as many stakeholders as possible (agencies, cities, 

counties, universities, boards)
• In the process –

– Identify how we are currently sharing data
– Identify how we would like to share data in the future
– Understand the relative risks and strategies to mitigate those risks
– Determine where the commonwealth can invest to improve 

outcomes
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https://cit.smartcitiesactivator.com
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How data will be used

• Identify data use cases 

• Find common needs and priorities (e.g., opioids, public 
safety, education)

• Develop a set of policy and budget recommendations for 
both state and local level governments
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Survey topics

• Who is responsible for data governance

• What policies are in place (data governance, data 
sharing, privacy, etc…)

• What is the level of expertise (training and 
certifications)

• How is data being used

• How will data be used in the future 
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Agency accountability
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City/County Accountability
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Agency System Wide Policies
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City/County System Wide Policies
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Agency Cyber & Data Certifications
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City/County Cyber & Data 
Certifications 
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Questions ABOUT THE SURVEY? 

• Relevant information

– Press release announcing survey - http://bit.ly/32xVtKS

– Policy questions – survey.support@governor.virginia.gov

– Custom service questions -
customerservice@smartcitiesactivator.com

Survey response deadline changed – NOW October 30, 2019

http://bit.ly/32xVtKS
mailto:survey.support@governor.virginia.gov
mailto:customerservice@smartcitiesactivator.com
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DATA COMMISSION

Reports 

supports

recommends

Data operations

Administration • Finance
commonwealth

Agriculture & forestry 
Natural resources

Commerce & trade
Workforce • education

Legislative

Health & Human resources
Veterans & defense affairs

Public safety 
& Homeland security

transportation

LEGISLATIVE

delegate

delegate

delegate

delegate

senator

senator

senator

senator

Laws
funding

execution

Region representatives (7)

Regional working groups
• Academia
• Localities
• Technology council

DATA OPERATIONS

Delegates (4)

Senators (4)

Set goals and objectives
• Plan
• Prioritize
• review

Technical advisory 
committee

informs 

Judicial

Chief data officer

Data ethics, SECURITY,
& privacy committees advises 

VIRGINIA GEOGRAPHIC 
INFORMATION NETWORK

Attorney general
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Executive data board Data Governance 
Council

Data governance 
and analytics 

program office

STATE 
LEADERSHIP

Informs Needs 
and Issues

Governance, analytics, and intelligence 
Guidance, assistance, and Technical 

Support

Data Consumers, Analysts, Scientists

AGENCY Owner

Data 
Steward

AGENCY Owner

Data 
Steward

AGENCY Owner

Data 
Steward

Cross-Agency Data Domain Coordinators

PROPOSES Performance Targets

Reports Progress, compliance, 
and performance

Defines, Develops, 
and recommends 

Policies, best 
practices, and 
Standards to 

achieve 
performance 

targets

Agency Data stewards

approves Performance Targets

Collaboration and engagement
With Research partners
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Roles and responsibilities
Executive Level

Strategic Level

Tactical Level

Operational Level

• Executive Steering Committee

• Data Governance Council

• Agency Data Officers

• Data Management Technical Team

• Data Domain Managers/Experts

• Business/Program Management

• Geospatial Information Officers

• Information System Security Officers

• Information System Security Managers

• Data Stewards

• Data Scientists, Architects, Engineers, Analysts, and Consumers
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Executive leadership team 
opioid abuse and addiction

Data 
Governance 
Council

opioid pilot 
working 
group

Data Analytics 
Innovation and 
Performance

Governors 
cabinet

Informs Needs 
and Issues

Proposes 
Standards and
Best practices

Governance, analytics, and intelligence 
Guidance, assistance, development 

and Technical Support

Data Consumers, 
Analysts, Scientists

DCJS

Andy 
Warriner

DBHDS

Mellie 
Randall

Valley CSB

Dr. Nicholas 
restrepo

PROPOSES 
Performance 

Targets

Reports 
Progress, 

compliance, 
and 

performance
Defines, Develops, 

and recommends 
Policies, best 

practices, and 
Standards to 

achieve 
performance 

targets

Agency 
Data 
stewards

approves Performance Targets

Collaboration and engagement
With Research and analytics partners

VSP

Dr. Norman 
Westerberg

NWVRDGTF

Agent 
Joshua 
Price

DFS

Scott 
Maye

Medical Professionals, Law Enforcement, Community 
behavioral health professionals, Policymakers

DCJS

Tom 
Fitzpatrick

Shannon 
Dion

HHR

Jodi 
Manz

DBHDS

Mellie
Randall

Qlarion

Cross-Agency Data Domain Coordinators Qlarion

NSVSAC

Lauren 
cummings

Health

DBHDS
DHP

DMAS
VDH

Public 
safety

DCJS
DFS
VSP
DOC

Education

sCHEV

VETERANS

DVS

VDH

DEBBIE 
CONDREY

VDH

Laurie 
Forlano

CDO

Carlos 
rivero
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DATA TRUST

Safe, secure, and legally compliant information sharing environment

• Establish consistent requirements for trust members through a standardized 
data sharing agreement process

• Provide a scalable alternative to multiple “point-to-point” sharing 

• Promote trust among trust members through common rules for data security, 
privacy, and confidentiality

• Reduce technical costs by onboarding to a single environment using standard 
NIEM protocols
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Data Asset Registration

VDH DMV DSS DOE DVS VSP

Publish to Curated Catalog 

Metadata Approval

Metadata Documentation

Data Governance

Reporting, Analytics, and Intelligence Services

Law 
Enforcement

Medical
Professional

Policy
Maker

Innovative
Research

Social
Worker

Academia
Higher Ed

Government
Agency

Enterprise Identity & Access Management

Enterprise Semantic Data Layer Azure Data 
Catalog

Data 
Stewards

Student 
Apprentices

Register

Approve

Curated Data Catalog

Publish

Azure Data Catalog

Document

ML Tag Suggestions

Business Glossary

Metadata Ontology
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DATA culture

• Establish awareness

• Facilitate engagement

• Provide inspiration

• Promote empowerment
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Student engagement
• Rural Apprenticeship Program

– Data Documentation and Visualization

– Data Quality Assessments

• Commonwealth Data Internship Program

– Exploratory Data Analysis

– Data Modeling

• Commonwealth Analytics Fellowship

– Data Analytics

– Predictive Modeling

– Machine Learning
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Data science brain trust

• Students work on increasingly complex data projects as they mature 
academically

• University faculty collaborate with agency subject matter experts on 
research proposals to support students and develop algorithms

• Innovative businesses “operationalize” algorithms developed by 
research universities through integration with the stakeholder’s 
intelligence framework supporting Actionable Decisions
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Framework for addiction analysis 
and community transformation
• FAACT is a data sharing and analytics platform to address the opioid and addiction 

crisis

• Originally created through a partnership between the Winchester community, the 
Commonwealth, and Qlarion

• Brings together data across many relevant disciplines

• Provides insight and access not possible before

• Piloted in NW Virginia in late 2018 currently expanding into the Roanoke Valley 
region with additional regions and data sets planned
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FAACT Data sets
During the pilot phase (August 2018 – April 2019), the data sets included:

• Pre-Trial 

• Community Corrections

• Police Incidents

• Regional Overdoses

• Lab Analysis Results

• Hospital Admissions and Patients 

• Social Services

• Unemployment

• Poverty

• Education
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FAACT Data sources
The organizations that have contributed data so far included Federal, State, Local and 
Private organizations:

• DCJS

• Local Corrections

• VA State Police

• Community Service Board

• VA Dept of Forensic Sciences

• Winchester Police Department

• Private Healthcare System

• US Census and Bureau of Labor
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FAACT Proposed statewide and 
national data sets

• Emergency Medical Services

• Emergency Department

• Prescription Monitoring Program

• Probation Detail

• Drug Court

• Neonatal screening

• Education Detail

• All crime Incidents

• OD Map

• ARCOS
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FAACT Data uses
The data is accessible in two ways within the platform
• Data Sharing

– Used by authorized users to conduct their own analysis
– Every data element is accessible via API or export

• Analytics 
– Curated analytics designed for ease of use and self service
– Answers questions such as:

• How do user profiles differ by substance?
• What is the level of harm associated with a specific user/substance profile?
• What are the geographic patterns associated with user activity?
• What crimes are correlated with the use of particular substances?

– Advanced analysis helps to identify the micro-segmented populations that are at risk of a 
substance abuse disorder
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FAACT benefits in Winchester, VA
• Becoming more proactive through the timely use of data (e.g., emerging drug threats)

• Understanding “Age of First Use” to drive attention to appropriate youth engagement 
through an evidence-based curriculum and provide parents, guardians, and caregivers with 
tools to identify and address substance use early on (e.g., Give Me a Reason Program) 

• Adjusting and co-locating staff at strategic locations to better align with community needs 
(e.g., coalition peers in medical facilities, community centers, and academic institutions)

• Improved understanding of relationships between disparate data sets (e.g., crimes associated 
with attributable to addiction, time from first use to first arrest)

• Identifying demographic differences between user populations to better engage, treat, and 
support (e.g., opioid versus stimulant dependency)

• Using the platform to attract and acquire additional funding through data-driven actions and 
evidence-based policymaking (e.g., $1M in grants for the Winchester Coalition)
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issues encountered
• Sharing data is a vague and ill-defined process which takes a lot of time and effort to 

be successful (even for non-sensitive data)

• Due to organizational reluctance with data sharing, project was initially limited to 
non-sensitive data

• Source data was poorly documented across most systems (e.g., lack of data 
dictionaries)

• Needed to conform data to a common standard (e.g., NIEM) to link across systems

• Lack of procurement processes and IT services required innovative approaches and 
solutions
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FAACT – What’s next?
• Add more regional, statewide, and national data sets 

• Implement a robust governance model through the development of a data trust and 
establishing a Data Governance Council

• Make the analytics platform available to users across the commonwealth to widen the 
impact

• Better integrate data sets at the person level by incorporating sensitive de-identified 
data

• Augment the analytical capabilities of the platform by adding new data, methods, and 
models 

• Increase community adoption and engagement to save lives
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REGIONAL OVERDOSE ANALYSIS
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GEOSPATIAL CRIME ANALYSIS (DRUG AND VIOLENT CRIMES)
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STREET LEVEL VIOLENT CRIME ANALYSIS
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VALLEY HEALTH PATIENT ANALYSIS
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VIRGINIA CAREERWORKS 
REFERRAL PORTAL
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VIRGINIA CAREERWORKS 
REFERRAL PORTAL
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VIRGINIA CAREERWORKS 
REFERRAL PORTAL
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DATA 
TRUST 

State Approving Agency for Veterans 

Education and Training          

Virginia Military Survivors and Dependents 

Education 

Virginia Values Veterans 

Virginia Transition Assistance 

Military Medics and Corpsmen  

Office of Career, Technical and Adult Education

Microsoft IT Academy

Path to Industry Certification

Workplace Readiness Skills Assessment

High School Equivalency and Adult High School Diplomas

Adult High School English as a Second Language (ESL) 

PluggedIn VA

Industry Certifications and Professional Licensures Courses

Customized Training for Businesses and Individuals

Career Coaching

WIA Adult, Youth and Dislocated Worker/Rapid Response

Post-secondary Career & Technical Education (CTE)

Registered Apprenticeship

Trade Act Programs

Veterans Programs

Labor Exchange Services

Targeted Labor Market Information

Virginia Rehabilitation Center for the Blind and      

Vision Impaired

Vocational Rehabilitation Program

Technical Assistance for Business

Business Enterprise Program

Virginia Industries for the Blind

Customized Workforce Training

Virginia Jobs Investment Program

Higher Education Business Resources

Senior Community Service Employment Program

Vocational Rehabilitation Program

Wilson Workforce and Rehabilitation Center

Virginia Initiative for Employment Not Welfare

– Employment Advancement for TANF Participants

SNAP Employment and Training

Virginia Refugee Resettlement Program
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PERFORMANCE DASHBOARDS

• EXECUTIVES

• SERVICE MANAGERS

• SYSTEM ADMINISTRATORS

• VIRGINIA WORKFORCE REPORTS
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EXECUTIVE DASHBOARD
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EXECUTIVE DASHBOARD
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SERVICE MANAGERS DASHBOARD
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SERVICE MANAGERS DASHBOARD
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SYSTEM ADMINISTRATORS DASHBOARD
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SYSTEM ADMINISTRATORS DASHBOARD
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VIRGINIA WORKFORCE REPORTS
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VIRGINIA WORKFORCE REPORTS
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DATA 
TRUST 
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Implementation plan

• OCTOBER – DECEMBER 2019: 3 REGIONS

• JANUARY – MARCH 2020: 6 REGIONS

• APRIL – JUNE 2020: 6 REGIONS

• JULY 1, 2020: FULL STATEWIDE IMPLEMENTATION
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Informational Slides
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Commonwealth data commission

• Executive Branch (Advisory)

• 25 members (8 legislative, 7 citizen, 10 state officials)

• Study, report, advise, and make recommendations to the Governor and the General Assembly on all areas 
of data governance, quality, sharing, analytics, and performance management

• Cooperate with the Legislative Branch of State Government, the Attorney General’s Office, and the 
judiciary

• Study the operations, management, jurisdiction, powers, and interrelationship of any such department, 
board, bureau, commission, authority, or other agency that has any direct data operation including 
collection, storage, management, quality, transfer, and analysis
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Commonwealth data commission

• Coordinate agency programs and activities, to prevent duplication of functions, and to combine all agency 
data governance plans into a comprehensive interagency state plan

• Review and comment on annual state budget requests

• Define responsibilities among state agencies for various data governance programs and to encourage data 
sharing among agencies

• Monitor the data governance, sharing, and analytics development efforts of other states and nations

• Develop recommendations that will assist in making Virginia a national leader in data-driven policy and 
evidenced-based decision making 

• Staff assistance shall be provided to the Commission by …
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Data operations

Recommended organizational structure to support data governance, 
sharing, and analytics within operational units including Executive, 
Legislative, and Judicial branches of state government 

– Executive Data Board

– Data Governance Council

– Data Stewards Group

– Data Analytics, Innovation, and Performance Management
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Executive DATA board

• Set strategic performance objectives

• Advocate for and allocate program and project resources

• Coordinate, prioritize, and oversee multi-agency data sharing and 
analytics projects

• Remove barriers to implementation
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Data governance Council
• Advise the Executive Data Board and the Commonwealth Data Commission on 

technology, policy, and governance strategies to meet Chapter 679 requirements

• Provide a governance, policy, and technology framework for information sharing, 
promoting greater utility and accessibility of data assets

• Recommend policies, standards, and guidelines for the formation, operations, and 
maintenance of the Data Governance Council

• Recommend policies, standards, and guidelines for defining, managing, approving, and 
implementing ‘Open Data’ maintained by state agencies

• Report progress, compliance, and performance to the Executive Data Board
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Data governance and analytics 
program office
• Manages the Commonwealth Data Trust

• Advise executive state agencies and political subdivisions regarding state best practices concerning the creation 
and maintenance of data.  

• Coordinate data analytics and transparency master planning for the executive state agencies and provide 
leadership regarding state data analytics and transparency.

• Collect, analyze, and exchange government information

• Ensure the security of government information

• Conduct the operational and procedural audits of data sharing partners

• Identify data integration and business intelligence opportunities generating greater efficiencies in state agencies, 
departments, and institutions

• Leverage data from transactional systems for enterprise-level state business intelligence

• Ensure data integration and sharing is performed in a manner that preserves data privacy, security, and 
confidentiality in transferring, storing, and accessing data, as appropriate
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Data stewards group
• Promote and facilitate the secure and appropriate sharing and use of data assets in 

support of data-driven policymaking, research, analysis, study, and economic 
development

• Maximize the value and utility of Commonwealth data-related investments and assets

• Promote increased sharing of data between state agencies and localities to provide 
tangible operational improvements to assist state agencies and localities in fulfilling their 
respective missions in a coordinated, cost-effective manner

• Provide public access to data assets, where lawful and appropriate, to enhance research, 
innovation, and insight


